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Name of Company(s) covered by this certification: Communications 1 Wireless, Inc.
Form 499 Filer TD: 802422
Name of signatory: Handolph 5, Yeakel
Title of signatory: OO ANrector

I, Randolph 8. Yeakel, certify that I-am an officer of the compaty named above, and
acting as an agent of the company, that have personal knowledge that the company bas
¢stablished operating procedures that are adequate 1o ensube compliance with the Commission’s
CPNT miles, See 47 OF R§ 642001 of seq.

Attached 1o this certification as Attachment A Is an dCcompanying statement explaining
how the cofpany’s procedures ensure thet the Company is in compliance with the requirements
(including these mandating the adoption of CPNI procedures. training, recordkeeping. and
sipervisory review) set forth in scction 64,2001 ¢r seq. of the Comnission’s rules,

The Company has not takeén actions (7.e., proceedings instituted or petitions filed by the
Company at either state commissions, tle court system. of at the Commission against data
brokers) against data brokers in the past year.

The Conipany has not received customer complaints in the past year concernng the
unaathorized refease of CPNL

The Company represents and warrants that the ahove certifipate 18 consigtent with 47
CER.§1.17 which requires fruthful and sccurate statements tthe Commission. The Company
also acknowledges that false smtements and misrepresentations. 1o the Commpission are
pusishable under Title 18 of the /k” b, Code and may sublect it 1o enforcement actitl,

Signed E ; é(/!(/) / @%’a?gw

Attachments: -Attachment A: Accompanyving Statement Explaining CPNI Procedures
Atachment B Explanation of Actions Taken Against Data Brolers

Attachment O Stmnary of Customer Complaints
gér Best Copy and Printing, Inc.




Agachment A
Comm | Wireless, Ine,

STATEMENT EXPLAINING HOW THE COMPANY'S OPERATING PROCED IRES
ENSURE COMPLIANCE WITH THE FCOS CPNI RULES

;. Customer Proprietary Network Information ("CPNE”)

CPNT s defined in Section 222¢0) of the Communications Act as {A) information that relates
to the quantity, technical confliguration, type. destination. and amount of use of a
telecommunications service subscribed to by any customer of a telecomm unieations carrier,
and that.is made aveilable to the daftief by the customer solely by virtue ‘of the carrier-
customer relationship: and (B) information contained in the bilis pertaining fo telephong
exchange service or telephone toll service received by & customer of a carrier (except that
CPNI does not include siibseriber list inforthation).

Generally, CPNI includes personal infofmation regarding a consumer’s use of his or her
telecormunications services. CPNI encompasses information such as: {a) the telephone
umbers called by a consumer; (b) the. tefephone numbers calling & customer: (¢) the iime,
Incation and duration of & copsumer’s outbound and inbound phone calls, and {d} the
telecommunications and information services purchased by a consumer.

Call detail informarion (slso known as “call records™ 1s a calegory of CPN] that is
particularty sensitive from a privacy stand point and that is sought by pretexters, hackers and
other unauthorized entities for illegitimate purposes, Call detail includes fny information
that pertains to the tansmission of a specific telephone call, including the number called (for
cuthonnd calls), the number fom which the cail was placed {for inbound calls), and the date,
tithe, location and/or duration of the call (Tor all calls).

1L Use and Disclosuze of CPN] Is Restricted

The Company recognizes that CPNI includes information that is personal and individuaily
identifiable, and that privaey concerns have led Congress and the FEC to impose restrictions
upon its use and disclosure, and upon the provision of access 10 it by individuals or entitics
inside and outside the Company.

The Company has desighaled a CPNI Compliance Officer who iy responsible for: {1}
communicating  with. the Lompany’s attorneys  andfor  consshants regarding CPNI
responsibilities, requifements and restrichions; (2) sppervising the training of Company
emplovees and agents who useor have access fo CPNE (3) supervising the use, disclosure,
distribution or access o the Company's CPNI by independent conirattors and joint venure
partners; (4} maintaining records regarding the: use.of UPNT in marketing campaigns; and (3]
receiving, reviewing and resolving questions or issues regarding use, disclosure, distribution
or provision of aciess to CPNL



Company employees and agents that may deal with CPN[ have been informed that-there are
substantial federal restrictions upen CPNI use. distribution and access.  In order w he
authorized o use or access the Company’s CPNI, emplovees and agenis musl receive
training with respect 1o the requirements of Section 222 of the Communications Act and the
FECTs CPNERules {Subpart U of Part 64 of the FCC Rules).

Before an agent, independént contragior of joint-veniure partier may receive or be allowsd o
access or use the Company’s CPNI, the agent’s, md{*ps_n{iu]? contractor’™s o jolnt venhure
partper’s agreement with the Company musi contailr provisions (or the Company and the
auent, independent Conwactor or joint venture partner must enter ifto an additonal
confidentiality agreement which provides) that: (a) the agent, independent contractor or joint
vepture partner may use the CPNI only for the purpose for which the CPNI has been
provided: (b} the agent, independent contiactor or joint venture pariner may oot disciose or
distribufe the CPNI (o, or dllow access 1o the CPNI by, any other party {unless the agent,
independent contractor or joint venture partner is expressly and specifically reguired 1o do so
by a court ordery; and {¢) the dgent, independent contractor or joint venture partner st
‘rapioment czpm@spxziie and spwzf;c safeguards acceptable w the Company to efsure the
confidentiality of the Company’s CPNL

111, Protection of {PN]

1. The Company may. after recelving an appropriate written request from a customet,
diselose or provide the customer’'s CPNI to the customer by sending I w0 the customers
address or record. Any and afl such customer.requests: (1) must be made o wiiling; (7) nust
inelude the customer’s correct billing namée and sddress and telephone nufaber; {3) must
spr.,ui"&s exactly what type or types of CPNTmust be disclosed or provided; (4) must specity
the time period for w hich the CPNT must be disclosed or provided: and (5) fust be signed by
the custonier. The Company will diseldge CPNI upon affirmative written reguest by the
custemer to any person designated by the customer, but only after the Company calls the
customer’s teleghone mumber of record and/or sendy a fotification to the customer’s address
ofrecord to verify the ascuracy of this request.

2. The Company will provide a customer’s phone records .or other UFNI 1o a law

enforcement agency in accordance with applicable legal requirements.

3. The Compsny retains all customer passwords and “shared secret” question-answer
combingtions in secure files that may be accessed only by authorized Company employees
who need such information in order to. authesticate the identity of customers requesting call
detail information over the telephone.

4, Company emplovecs authenticale all mifsphcmaa requests for CPNI in the same manner
whether or not the CPNI eonsists of call dewail information, That is, Company employees
must: (4) be firnished the customer™s pre-established password {or correet answers to the
hack-up “shared secret” combinations): (b) send the requested Information o the customer’s
postal-or elecironic “address of record” (see definiton abovel” ot (¢} call the customer back



at the customer’s “welephone number of record” (see definition above) with the reguested
iformation.

5. la customer subscribés 1o muliiple services offerad by the C ompany and an affilizte, the
Company fs permitted to share the customer’s CPNI regarding such serviees with ifs & iliate.
If & customer does not subscribe fo any telecommunications or pon-telecommunications
services offered by an alfiliate, the U ompany is not permited 1o share the customer’™s CPNI
with the affiliate without the customer’s consent pursuant to the appropriale notice amd
approval procedures set forth in Sections 64,2007, 64.2008 and 642009 of the FC{'s Rules,

4. When an existing customer calls the Company 1o inguire about or order pew, sgdditional or
modified services {in-bound marketing}, the Cfamg}any may use the vustomer’s UPNT otheér
than call detail CPNI to assist the customer for the durdtion of the customer’s call if the
Company prom}w e customer with the oral notice required by Sections 64.2008(c) and
64.2008(1} of the FCC s Rules and after the Company authenticates the customer:

‘the Lompmw diseloses or relesses call detad] information fo customers ddring customer-
initiated tefephone contacts only when the customer provides a piwmmbhxhi‘d pa@\word If
the customer dou, not provide a password, cali detall information is released only by sending
it to the customer’s address of record or by the carrier calling the customer at the telephone
number of record. If the customer is able tw provide to the Company during a customer-
initiated telephone call, all of the call detil information necessary to address & customer
service issue {i.¢. the telephone number called, when it was called. and, it applicable. the
amount charged for the call) withouwt Company assistance, then the Company may toke
routine custorer service actions related to such information.  { iiwwmez under this
circumstance, the Company may not disclose fo the customer any call detail information
ahout the custamer account other than the call detatl information that the custonmer provides
without the customer first providing a password. )

7. The Company uses, discloses. andior permits access to CPNI in connection with
Company-initiated marketing of services to which a custorper does not already subscribe
from the Company (out-bound marketing) only purstant to the notice and approval
procedures set forth in Sections 64,2007, 64,2008, and 64.200¢ of the FCC's Rules,  All
provosed out-hound marketing activities are reviewed by the C mmgmw 5 CPNI Compliance
Officer for compliance with the CFNI restrivtions and requirements in the Communications

Act and the FCO Rules.

& The Company maintains approprigic paper and/or slectronie records that allow its
employees, md@pmq}um coptractors and joinl venture pertners to clearly establish the slatus
of each customer™s Oui-dut and/or {}pMn appmv,m (il any) prior to use of the customer’s
CPNI These records include: (i) the date(s) of any and all of the customer’s deemed Opt-oul
approvals amd/or Opt-in apprm&ia together with the dates of any modifications or
revoeations of such approvals; and (i) the type(s) of CPNI use, acocess, disclosure andior

-distribution approved by the customer.



0. Before a customer’'s CPNI can be used in an out-bound marketing activity or campaigh,
the Company’s records must be checked fo determine the status of the eustomer’'s CFNI
;ippzowl Company emplovees, independent contractors and joint venture partners are
required to notify the CPNT Compliance Offiter of any access, accuracy or security problems
they encounter with respect o these records.

I new, sdditional or eXtended approvals dre necessary. the CPNI Compliance Offtcer will
determine whether the Conpany™s “Opt-Out CPNI Notice” ar “Opt-In CPNT Notice™ must be
used with respeet to various proposed out-bound marketing aclivities.

16, The CPNI Lumpimntx_ Officer will maintain a record of wich oul-bound marketing
aclivity or camipaign, including: (i) a deseription of “the campalgn: (1) the specific CPNT that
was used in the campalan: (it} the date and pur pose of the campaign: and 0v) what f‘ll{){‘iﬁﬂii%
and services were offered as part of the campaign. This record shall be maintzined for a
mimimum of one vear,

11, The Company’s employees and billing agents may use CPNI to inftiate, render, bill and
collect for telecommunications services. The Company may obtain information from new or
existing customers that may constitute CPNT as part of applications or requests for now,
additional or modified services, and #ts emplovees and agents may useé guch customer
information {without further customer approval) to initiate and provide the serviees.
Likewise, the Company’s emplovees and billing agents may use customer service and calling
records {withour customer approval): (&) to bill customers for services rendered to them: (B)
to jnvestigate and resclve disputes with customers regarding their bills; and (¢} to pursue
legal. arbitration; or other processes to collect late or unpaid sills froom customers.

12, The Company’s emplovees and agents may use CPNI witheut cusiomer Jpprmai 0
protect. the Company’s fights or property, and to proiect users and other carriers from
fraudulent, abusive or Hlegal use of (or subscription to) the telecommunications serviee from
which the CPNTis derived.

Beeause allegations and investigations of fraud, abuse and illegal use consiitule very
sensitive matters, any access, use, dis¢losure or dmnbm;on ol UPNI pursgant to this Sectiva
must be expressly approved in advance and in writing by the Company’s-CPNI Compliance

Officer.

13. The Company’s emplovees, agents, independent contraetors and ;mm yewture partners
may NOT use CPNI o identity or track customers who have made calls to. or received calis
from, competing carriers,  Nor may the Company’s employees, agents. independent
contractors or joint venture partners use or disclose CPNI for personal reasons or profit.

14, Company policy mandales thm fites containing CENI be maintained in a secute manner
such that they carmot be used. accessed. disclosed ordistributed by unauthorized individuals
or in an unawhorized manner.

15. Paper files containing CPNI are Kept in sécure areds. and may nol be used. removed, or
copied in an unauthorized manner.



6. Company emplovees, agenis. independent contractors and joint venlure paitners are
required 1o notify the CPNI Compliance Officer of any acoess of security probiems they
encounter with respect o files contaimng CPNIL

17. The Company may perrait its customers to establish online accounts, but must require an
appropriate password to be fumighed by the customer before he or she can access any UPNI
in his or her online account. Passwords may NOT be based upon readily obtainable
biographical information te.g., the customer’s name, mother’s maiden name, social security
wumber or date of birthy or aceount information (e, the customer’s telephone aumber o
address).

12, Customers may obtain an tnitial or replacement password: (1) if they come in person to
the Company’s business office, produce g driver’s license, passport or other government-
tssued identification v fving their identity, and correelly answer cerfain questons regarding
their service and address: or (i3 i they call a specified Company wlephone mimber from
their telephone number of record, and then wail at thal number until & Company
representative calls them back and obtains correct answers 1o certain questions regarding
their service and address,

19, The Company will natity customers immediately of certain changes in thelr accounts that
may affect privagy or security matiers.

a. The types of changes that require immediate notification include: (a} change 01 Teguest
for change of the custemer’s password; (b) change or request for change of the
customer's address of record: (¢) change or request for change of any significant element
of the customer’s online account, and (d) a change or request for change 1 the
customer’s responses with respect to the back-up means of authentication for lost or
forgolten passwords,

h. The notice mav be provided byr (1) & Company call or voicemail to the customer’s
telephone aumber of record: (b) & Company text message (o the customer’s telephone
number of tecord; or (¢} a written notice mailed to the customer’s address of record {to
the customer’s prior addiess of record if the change includes a change in the customer’s
address of record

¢. The nolice mmust identify only the general type of change and st not reveul the
changed mformation.

d. The Company employee or agent sending the notice must prepare and farnish-to the
CPNT CompHance Officer a memorandum contaming: {a} the name, address of record,
‘and telephone number of record of the customer notified; (b} a copy or the exact wording
of the teximessage. written notice, telephone message or voitemail message comprising

the notfice;and (¢} the date and time that the notice was sent.



20, The Company must provide an initial notice w0 law enforcement and a subsequent notiee
(0 the eustomer if o security breach results in the disclosure of the customer’s CPNT o a thixd
parly without the customer’s authorization,

4. As soon as practicable {and in no event more than seven {7y days) affer the Company
discovers that g person (without authorization or exceeding authorization) has
intentionally gained access to, used or disclosed CPNIL the Company must arovide
elecironic notification of such breach to the Linjied States Secret Service and to the
Federal Bureau of Investigation via & central reporting facility accessed through a link
maintained by the FCC at buiphwww doe vos‘ehiopin, '

21, The Company will provide customers with access 1o CPNT at its retail focations 1f the
customer présents a valid photo [D and the valid photo 1D matches the name on the account,

22 The Coinpany taked reasonable messures to discover and protect against activity that is
indicative of pretexting including reguiring Company employers. agents; independent
contractors and joint venture partners to notify the CPNI Comphance ( Mftcer immediately by
voice, voicemail or email oft fa) any suspicious or unusual call requesting a cisiomer’s call
detail information or other CPNI (including a call where the caller furnishes an incorrect
passward or incerrect answer 0 one o both of the “shared secret” quéstion-answer
combinations): (b} any suspicious or unusual attémpt by an irdividual to change a custormer’s
password or account information (inchuiding providing inadequate  or  inappropriate
identification or incorrect “address or record,” “welephone number of record” or other
significant service information): (¢} any and all discovered instances where ugcess 1o the
Company’s clestronic files or dalabases conaining. passwords or CPNI was dended due (o the
provision of incorrect foging and/cr passwords: and {d} any gomplaint by a customer of
unauthorized or inspprepriate use or disclosure of his or her CPNL The CPNI Complance
Officer will request further information in wriling. and investigate Or supervise the
mvestigation of, any incident or group of incidenis that reasonably appear fo ontail
pretexting.

3. The Company and #s anthotized omployees nwy pse CPND o provide call focation
information regarding mebile users in cortain emerpency situations. Lxcept i an unforescen
ency invelving a substamial fhreal 1o human Hie or safely. any and all use.or provision

vy
of CPNI under this category must involve. (e specific tpes or categories of eriergoncies

listed in writine by the Company's CONI Compliones Officer,

IV, CPNI Compliance Officer

Tn addition to the specific matiers reguired 10 be reviewed and approved by the Company’'s
CPNI Compliance Officer, employees @id agents, independent contractors and joint veniure
partners are strongly encouraged to bring any and all other questions, issues or uncertainties
regarding the use, disclosure, or access to CPNI fo the attention of the Company’s CPNI
Compliance Officer for appropriate investigation, review and suidance. The extent to which
a particular employee or agent trought a CPNI matter to the attention of the CPN]
Compliance Officer and received appropriate guidance is a material consideration in any



disciplinary action brought against the employes or agent for impermissible use, disclosure
or access fo UPNL

V. Disciplinary Procedures

The Comipany has informed its employees and agents, independent contractors and joint
venture pariners that it considers compliance with the Communications Act and FCC Rules
reparding the usé, disclosure, and aceess to CPNY o be very tmpertant.

Violation by Company emplovees or agents of such CPNI reguirements will lead tw©
disciphinary action (including remedial training, reprimands, wifavorable performance
reviews, probation, and termination). depending upon the eircumstances of the violation
(including the severity of the violation, whether the violation was a first tme or repeat
violation, whether appropriate guidance was sought or recelved {rom the CPNI Compliance
Officer, and the extent t© which the violation was or was not deliberate or malicioush

Violation by Company independent contractors oy joint venture partners of such CPNI
requirements will lead to prompt disciplinary action (up t© and including remedial training
and termination of the contract),



Aftachment B
Comm | Wireless, bne.

STATEMENT OF ACTIONS TAKEN AGAINST DATA BROKERS

. During Calendar Year 2009, the Company has instituted the following proceeding. or filed

the following petitions, against data brokers before the Pederal Communications
Comnmission:

NONE

During Calendar Year 2009, the Company has Instituted the Tollowing proceeding, or fited
the following petitions. against data brokers before the lowa Utilities Board:

During Calendar Year 2009, the Company has instituted the following proceeding, or fited

the following petitions, against data brokers before the lollowing lederal or state courts:

NONE



D.

Attachment O

SUMMARY OF CUSTOMER COMPLAINTS
REGARDING UNAUTHORIZED RELEASE OF CUPN]

During €alendar Year 2009, the Company has rec seived the fellowing number of customer
complaints related to unauthorized access to. or disclosure of, CPNI due to improper access
by Company employees:

NONE

During Calendar Year 2009, the Company hag received the lollowing fumber of customer
complaints related to unauthorized aceess to, or disclosure of., CPNI due o improper
disclosure to individuals not anthorized to receive the information:

NONE

During Calendar Year 2009, the Company has received the following mumber of customer

complaints related o unauthorized aceess 1o, ot discloswre of, CPNI due 10 improper access
toronline information by individuaisnot auihomcd 10 view the information:

MWONE

During Calendar Year 2009, the Company has become aware of the Tollowing protesses that
prefexters are using to atternpt to access its CPNE

NONE



